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Fabian Martinez Portantier

= Consultor en Seguridad Informatica
" Co-Fundador de Securetia (www.securetia.com)
" Instructor y Escritor sobre el tema

= Coordinador de la Carrera de Seguridad
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Objetivos

= Comprender el mercado de la seguridad
= Conocer algunas herramientas utiles
= Sacarnos dudas

" Divertirnos! :)
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Algunas estadisticas
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Algunas estadisticas
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Algunas estadisticas

“More secure software,
NOT more security software.”

(WhiteHat Security,
Website Security Statistics Report 2015)
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Algunas estadisticas

| tem 2014 Cost

1,000 Stolen $|[].5|[] o $]_II]

Email Addresses

Credit Card Details $0.50 to $20
Scans of Real

Passports $]' to $2
Stolen Gaming

Accounts 3100 $15
Custom Malware $12 to $3500

Value of Information
Sold on Black Market

| tem 2014 Cost
1,000 Soaal Network

Followers $2 to $12
Stolen Cloud Accounts $7 to $8

1 Millhon Verified

Email Spam Mail-outs $?G to $]‘5G
Registered and

Activated Russian $100
Mobile Phone SIM

Card

Value of Information
Sold on Black Market
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Algunas estadisticas

7 de los 10 dispositivos IoT mas
utilizados contenian
vulnerabilidades serias

(HP Internet of Things Research Study 2014)
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0 DOMIELCID POLITICA ECONOMIA OPINION LIMA PERU  MUNDO TECNO

YIERNES 24 DE JULIO DEL 2015 | 13:03

Chrysler retira 1,5 millones de
autos tras hackeo de su jeep

L a empresa decidio retirar diversos modelos de sus vehiculos con el fin de actualizar sus
sistemas informaticos

(RN - 5 | W Twittear -0 G+ 0 mcumpartir_: 2| | Pkt |0 Mo =
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CONTACT US ABOUT US MOST WANTED NEWS

Wanted by the FBI

Home - Most Wanted - Cybar's Most Wanted

Cyber’s Most Wanted

=electthe images of suspects to display more information.
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Algunas estadisticas

(Esta preparado para un ciberataque sofisticado?
NO - 52%

(Estan los ciberataques entre sus tres principales
preocupaciones?
Sl - 82%

(Cree que faltan profesionales calificados?
S| - 86%

(ISACA 2015 Global Cybersecurity
Status Report - LATAM Data)
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Elm ﬂ Ingresar Menu
MUNDO

MNoticias ~ América Latina | Internacional | Economia  Tecnologia  Ciencia  Salud

Si quiere un empleo, luche contra el
ciberterror

Sean Coughlan
EBC

(@ 6 abril 2014

Dice la sabiduria popular que no hay
mal que por bien novenga. Y enlaera
de los ataques tecnologicos cada
vez mas frecuentes y genera"zadns’ se necesitan cada vez mas "ciberpolicias”
tambien hay un beneficio oculto tras para protegernos de los ataques informaticos.
el llamado ciberterrorismo.

www.bbc.com/mundo/noticias/2014/04/140329_economia_empleo_ciberseguridad_ataques_finde_aa

www.educacion | T.com.ar

Centro de Capacitacion & Desarrollo Profesional



Como Convertirte en un Profesional de la Seguridad Informatica

LA NACION Economia

e MEGOCIOS CONSUMO FINANZAS PERSOMALES EMPRENDE

negocios

Héctor Alonso: "Un numero unoen
ciberseguridad ya cuesta tanto como uno de

ventas'"

El presidente de Level 3 para Ameérica latina advierte sobre el crecimiento de los ataques
informaticos; dice que hay que superar la antinomia publico-privado en el desarrollo de las
telecomunicaciones cuya incidencia en el PBl crece
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Puestos en InfoSec

* Chief Information Security Officer (CISO)
= Security Manager

= Security Engineer

" Incident Responder

= Security Consultant

= Security Auditor

= Computer Forensics Expert
= Malware Analyst

= Security Specialist

* Penetration Tester

* Vulnerability Researcher
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¢, Queé se espera de los profesionales de
la Seguridad Informatica?
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Criptografia
GNU/Linux Redes
Ethical Hacking

Mobile

Web
Malware

Windows
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Nuestros Cursos

Introduccion a la Seguridad en Seguridad
Seguridad Informatica Redes Web

Seguridad Desarrollo

GNU/Linux Seguro Ethical Hacking

Instalaciony
Configuracion de
Windows Server

Administracion Ethical Hacking
Android para Programadores

Google Hacking e Seguridad Fisica y
Ingenieria Social Aspectos Legales
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Seguridad Windows
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Seqguridad Windows

- Windows Server Update Services
- User Account Control (UAC)

- BitLocker

- ApbpLocker

- Baseline Security Analyzer
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E5 Update Services
ﬁ File  Action View  Windaow

Help

@ A HIE

%{ pdate Services
=i E ;. T
= & Updates
51 Al Updates
& Critical Updates
E Security Updates
&7 WSUS Updates
= w&* Computers
= we* All Computers
&* Unassigned Compu’
¢ Client
[ e Server
¢ Guest
& Host

2&- Downstream Servers
£# synchronizations

| Reports
E Options

Overview

All Computers
B Computers with errors:

Computers needing updates:

B Computers with no status:

Client

| Computers with errors:

Computers needing updates:

Computers with no status:

| Computers with errors:
Computers needing updates:

Computers with no status:

¥ Computers installed /not applicable:
' ' Computers installedjnot applicable:

| Computers installed fmot applicable:

h-! This view shows a summary of the status of your computers by computer group.

Unassigned Computers
B Computers with errors: ]
Computers needing updates: ]
Computers installed fnot applicable: 0
Computers with no status: 0

Server

B Computers with errors: ]
Computers needing updates: a
Computers installed fmot applicable: 0
Computers with no status: 0
| Computers with errors: 0
Computers needing updates: 1
| Computers installed/not applicable: 7
Computers with no status: 0
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Seqguridad Windows

La Importancia de los Parches

Video:
MS08-067
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L ]

@ User Account Control

:ﬁ Do you want to allow the following program to make
%/ changes to this computer?

(%) Show details Yes No

Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

C_hange when these notifications appear
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(3o e < Al ContolPanelL.. » BitLockerDiveEncryption -

Control Panel Home

See also

B TPM Administration
@ Disk Managemnent

Read our privacy statement

(2]

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the
drives shown below. You are able to use the computer normally, but unauthorized users
cannot read or use your files.

What should I know about BitLocker Drive Encryption before I turn it on?
BitLocker Drive Encryption - Hard Disk Drives

'@' Turn Off BrtLocker
'@' Suspend Protection
'@:‘ Manage BitLocker

HP_TOOLS (£:) '@' Turn On BitLocker

Turn COn BitLocker
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=/ Group Policy Management Editor EIE

File Action View Help
o= 7@ = H

4 i Security Settings || Action User Mame Condition  Exce
[

i‘ﬂf‘mlup”tlf’?“c'es @aAllow  Everyone (Default Rule) All files located in the Pro... Path
| Local Policies @ Aallow  Everyone (Default Rule) Al files located in the Wi...  Path

3 EventlL
%;:;3 . @ Allow  BULTIN\Ad...  (Default Rule) All files Path
| d ESrcre roups

4 System Services
"4 Registry F
|4 File System

f_"ar Wired Metwork (IEEE 802.3) Policies

] Windows Firewall with Advanced Security
| Metwork List Manager Policies

[ ;;:'g‘ Wireless Metwork (IEEE 802.11) Policies

[+ || Public Key Policies

[+ || Software Restriction Policies

[ || Network Access Protection

a4 || Application Control Policies

4 ﬁ Applocker

L A v R v A A

m

E | Create Mew Rule...
& [Z] Seript Ru Automatically Generate Rules...
[> g IP Security Polic Create Default Rules
| Advanced Sudit _
> ol Policy-based QoS 2T '
[ Administrative Templat .
[ || Preferences
a i User Configuration Help
i | Policies LI
i 2] Preferences "
1 | i | 3 < | m &

Automatically generate rules (recommended)
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Microsoft

¥ Baseline Security Analyzer

Report Details for WORKGROUP - WIN-AQ5MBV0BQQS5 (2014-09-18 16:20:27) A

Computer name: WORKGROUPWIN-AQ SMBVOBOQS

IP address: 192,168, 128.129

Security report name: WORKGROUP - WIMN-AQSMBYVIBQQS (2014-9-18 T 04-20)
Scan date: 2014918 T 04:20

Scanned with MBSA version: 2.3.2208.0

Catalog synchronization date:

Security update catalog: Microsoft Update

Security Update Scan Results

Score Issue Result

ﬂ Developer 2 security updates are missing.
Toals, What was scanned  Result details  How to correct this
Runtimes, and
Redistributables
Security
Updates

ﬂ SOL Server 1 security updates are missing.
Security What was scanned  Resultdetails  How to correct this
Updates

ﬂ Windows 15 security updates are missing. 2 service packs or update rollups are missing.
Security What was scanned  Resultdetails  How to correct this
Updates
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Seguridad GNU/Linux
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Seqguridad GNU/Linux

Lynis (www.rootkit.nl)
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Seguridad Web
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Seguridad Web

Estan totalmente expuestas
(Muchas accesibles desde internet)

Usan muchas tecnologias diferentes
(JavaScript, SQL, HTTP, PHP, Java, etc)
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OWASP Top 10 2013

.

- b, 2 B o, >
iﬁé::::ﬁ:: : A3 - Secuencia de A4 — Referencia A5 - Configuracion
Al- Inyeccion Gestién de Comandos en Sitios Directa Insegura a de Seguridad
S Cruzados (XSS) Objetos Incorrecta
A" 7% ' J /
\( e (" A9 - Utilizacién de | A10 - )
A6 - Exposicidon c::t:;:lf;iﬁ - ‘:Eeé :;Eg':::lg&:: componentes con Redirecciones y
de datos sensibles i lniine Cruzados (CSRF) vulnerabilidades reenvios no

L .S 5 conocidas e validados 5
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OWASP Top 10 2013

“10 Vulnerabilidades No Requieren
10 Medidas de Seguridad”

(Validar Datos y Acciones Mitigan 7 de
las 10 Vulnerabilidades)
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Validacion de Datos en PHP

If(filter_var($email, FILTER VALIDATE _EMAIL))

{
echo “OK";

}

else

!
echo “ERROR”;

}
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Seqguridad Web

Zed Attack Proxy (www.owasp.org)

>

Yy vy v ¥

v (g Alerts

& ™ Cross site scripting (3)

& ™ SQL Injection

ﬁi‘ﬂ Cross Site Request Forgery
& "V Cookie set without HttpOnly flag (53) |

ﬁ rJ Password Autocomplete in browser (3)

Alerts® 2 W1 U 2 R O
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Seqguridad Web

SQL Injection

Video:
SQL Injection con Payloads Comunes
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Ethical Hacking
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Ethical Hacking

cQue tan dificil es penetrar
en un sistema?

Video:
Adobe Embedded Exe

wWww. E’dUCGClOnchnm ar

Centro de Capa n & Desarrollo Pro



Como Convertirte en un Profesional de la Seguridad Informatica

Ethical Hacking

Herramienta Recomendada:

Metasploit

(www.metasploit.com)
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cPreguntas?
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MUCHAS GRACIAS!

Fabian Martinez Portantier
Coordinador Carrera Seguridad Informatica

seguridadinformatica@educacionit.com
www.educacionit.com

Argentina, Capital Federal
(54) (011) 4328-0457

Todas las marcas y logos utilizados en la presentacion son propiedad de sus respectivos propietarios
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